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ARTICLE INFO ABSTRACT

Keywords: Cloud services are increasingly generating a large amount of Internet traffic. Much of it such as rich media and
Programmable data plane gaming traffic is not highly sensitive but prefers some protection. The traditional end-to-end encryption such
Encryption as Transport Layer Security Protocol (TLS) is costly and has its own issues, such as increased latency, while
TLS

the simple anonymity solutions cannot resist traffic analysis attacks. In this paper, we propose FlowShredder,
a protocol-independent and in-network service to secure such traffic in the cloud. FlowShredder aims to
break the association between the packets, the data flow, and the hosts by obfuscating the packet header
(and some payload if needed). Without the context of the flow and the hosts, these packets are of little
value to the adversary. The operation is carried out at cloud gateways, without encrypting the payload. Its
simple logic can therefore be executed within a single pipeline of the Tofino programmable switch, to ensure
wire-speed performance without the scalability issue. Being protocol-independent and operating in-network
at wire speed make FlowShredder a practical and generic security service to protect the cloud traffic. In
addition, FlowShredder can work with end-to-end encryption such as 0-RTT TLS (e.g, Quick UDP Internet
Connections Protocol, QUIC) for enhanced protection, ideal for web browsing or real-time communications.
We implement FlowShredder in Programming Protocol-Independent Packet Processors Language (P4) switches.
Experiments in synthetic and real scenarios show that FlowShredder can effectively resist the traffic analysis
attack with supervised learning techniques, and realize the wire-speed performance over a 100Gbps network
while incurring minor overhead.

1. Introduction latency, and consumes a large amount of resources at the end systems.
This is particularly an issue for rich media and real-time applications

In the era of 5G, IoT and edge computing, a large amount of over resource-constrained IoT and mobile devices, which have to es-
information is transferred in the cloud through the network. This trend tablish a large number of sessions either in parallel or in sequence.
has motivated various network optimization efforts, including energy- 0-RTT TLS has been proposed to minimize the latency associated with
efficient flow forwarding schemes like EnFlow (Chaudhary and Kumar, establishing a secure connection by reusing the established sessions and
2021), resilient control plane designs such as PARC (Chaudhary and session keys (Anon, 2018). However, this increases the risk of leaking

Kumar, 2020), and secure communication mechanisms. Much of the
traffic is rich media with large and/or long-lived connections, e.g.,
live video from the IoT cameras, online gaming and online conference
streaming. One major threat to these applications is the traffic analysis
attack. The adversary can sniff the traffic from a compromised switch,
pick the packets of the end hosts of interest, and reassemble them into
a complete flow to obtain the private data, e.g., the video clips and the
voice recordings.

Mature techniques, such as TLS (Transport Layer Security) (Anon,
2008) and traffic anonymity (Bromberg et al., 2022; Piotrowska et al.,
2017), may overkill or are ill-suited for these scenarios. TLS provides
strong protection of the individual packets, but requires extra RTTs
(Round-Trip Times) to establish the session key causing increased

the key, making the entire flow exposed to the adversary (Aviram
et al., 2021). On the other hand, without content encryption, traffic
anonymity can only break the association between flows and end
hosts (Piotrowska et al., 2017; Berman et al., 2004). That is, the adver-
sary does not know who is talking to whom, but can still reassemble
the flow and obtain the full content. Furthermore, these solutions are
usually designed for specific protocol stacks, e.g., TCP (Datta et al.,
2019), and cannot be easily extended to other transport protocols such
as QUIC (Langley et al., 2017).

For applications that do not require strong protection but are sensi-
tive to latency, it is not necessary to encrypt the payload. We argue that
the flow is safe as long as its packets are not distinguishable because
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the exposure of a single packet is of little value if the adversary cannot
reassemble the flow. Imagine that there are thousands of flows in a
network, together with the target flow f. If we stripped the headers
of all packets, it would be extremely difficult to identify the packets
belonging to f. In short, our insight is that without the context of the
flow and the hosts that the packets belong to, these packets are of little
value to the adversary. In such cases, having strong protection at the
cost of latency as TLS does is not necessary. On the other hand, even if
strong protection is needed, being able to prevent the adversary from
reassembling the flow can significantly enhance the protection. This is
particularly true for 0-RTT TLS and QUIC (Kumar and Dezfouli, 2024),
commonly adopted for secure web browsing and real-time communi-
cations. The goal is therefore to break the association between the
packets, the flow, and the hosts.

With this in mind, we propose FlowShredder, which only needs to
obfuscate the IP addresses and the L4 header of every packet, without
having to encrypt the payload. (In some cases, it may be necessary to
encrypt some payload, which may contain metadata and thus reveal
the identity of the flow.) Or, the encryption of the payload is left to
an end-to-end scheme such as 0-RTT TLS. This makes it possible to
take advantage of programmable data planes (Hauser et al., 2023) such
as P4 switches and execute the obfuscation operations at wire speed
while it has been proved effective in packet processing (Yazdinejad
et al., 2020). As a result, FlowShredder is a protocol-independent and
in-network approach operating at wire speed. Note that the wire speed
is ensured due to the simplicity of the operations, which can be fitted
into a single pipeline of the Tofino architecture. Therefore, there is no
scalability issue in comparison with the end-host-based approach such
as TLS.

FlowShredder does not aim to replace TLS or 0-RTT TLS. Instead,
it provides an option for applications such as rich media, which do
not require strong protection, in particular those real-time applica-
tions. FlowShredder can work with such end-host-based solutions for
enhanced protection. Given its nature of being protocol-independent
and operating in-network at wire speed, FlowShredder is a practical and
generic security service for the cloud. A CSP (Cloud Service Provider)
may provide FlowShredder as a service transparent to users among
its gateways. Alternatively, cloud users may choose FlowShredder as
a service based on the needs of their applications.

To summarize, the growing adoption of latency-sensitive cloud
applications highlights critical limitations in existing security solu-
tions. While TLS imposes significant overhead and latency, traditional
anonymity approaches remain vulnerable to traffic analysis. This paper
addresses these challenges by proposing FlowShredder, an in-network
security service that achieves per-packet indistinguishability through
protocol-independent header obfuscation. By breaking associations be-
tween packets, flows, and hosts without full payload encryption, our
approach implemented in programmable data planes maintains wire-
speed performance while resisting traffic analysis.

Our contributions are as follows.

» We propose FlowShredder for per-packet indistinguishability (Sec-
tion 3). Without the context of the flow and the hosts, the packets
are of little value to the adversary. The per-packet indistinguisha-
bility is achieved through packet header obfuscation using a
per-packet random key and the lightweight XOR operation. This
ensures the randomness of each packet, and the random key is
only valid for a single packet. We take advantage of IPv6 to route
the packet correctly.

We leverage the programmable data plane and implement Flow-
Shredder with hardware P4 switches FlowShredder’s logic is pro-
grammed into a single pipeline of the Tofino switch to ensure its
line-rate processing ability. The random key is encrypted by 2EM,
a simple yet effective scheme.
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» FlowShredder is evaluated with real and synthetic configurations
(Section 6). The results suggest that (1) FlowShredder is effective
against the traffic analysis attack even with supervised learning;
(2) FlowShredder is transparent to the end hosts, and outper-
forms the existing in-network and end-to-end approaches; and (3)
FlowShredder can achieve the wire-speed performance.

2. Threat model and theoretical base

In this section, we first demonstrate the threat model of the traffic
analysis attack. We then discuss the security strength of per-packet
indistinguishability.

2.1. Threat model

In our model, a trusted CSP refers to a cloud provider whose
infrastructure, including gateway switches and internal networks, is
fully controlled by a trusted entity, such as colleges, companies or
private households. Conversely, an untrusted CSP encompasses all ex-
ternal networks and devices where adversaries may operate, including
third-party clouds or public internet segments.

Fig. 1 shows a typical scenario of traffic leaking. The end hosts are
connected to a trusted CSP gateway (yellow switches) through a trusted
CSP network (yellow cloud). The trusted networks are connected
through the untrusted networks (gray cloud).

All devices not in the trusted CSP networks are prone to the attacks.
We assume the adversaries work in a passive model, meaning that
they cannot replay or modify the traffic to launch a replay-attack or
Man-In-The-Middle attack.

The adversaries can compromise the untrusted switch (es), and sniff
and record all traffic from it such that once the private key of the end
host is lost in the future, they can use it to decipher the pre-collected
traffic if encrypted with the same key. The adversaries can compromise
some end hosts, e.g, C; and C,, along with the untrusted switch S,
such that they can launch a chosen-plaintext attack by comparing the
information sent from C; to C, with the information sniffed in .S to
identify the obfuscation scheme. This scenario is common for public
clouds, where any customers (including adversaries) can buy virtual
machines behind the trusted CSP network. The adversaries can then
find a way to reassemble the data flow and discover useful information.

2.2. Security strength with per-packet indistinguishability

Existing work relies on content encryption for protection, while we
argue that the connection is secure if per-packet indistinguishability is
ensured. That is, the adversary cannot establish the association between
the packets, the connection, and the hosts with the sniffed traffic. We
now analyze why this argument may hold in practice.

First of all, the per-packet indistinguishability ensures the unobserv-
ability of the protected end hosts. That is, the adversary does not know
whether the target end hosts are online, and cannot simply filter out the
content of interest. Instead, the adversary has to examine all the sniffed
traffic. Now consider there are P packets concurrently being transferred
in the network, and the connection to be protected consists of p packets.
If the adversary cannot associate any packets together, in the worst
case, the adversary has to try A';, (A means arrangement) times to pick
out and order the packets of the target connection. In practice, only
a few packets are out-of-order, so the actual complexity approaches
to Cf,, which is still an unacceptable overhead for the adversary. For
example, to distinguish 100 target packets from 100K packets, an
adversary will have to query Cfgg,ooo ~ 10°* times, which may take
more than 40 years even with the current top-1 supercomputer (Anon,
2022a). In real networks, P and p are usually large enough to provide
high-security strength. For p, a 10 s video clip could have tens of
megabytes, creating thousands of packets. For P, in a 10Gbps network,
there could be ~8M concurrent 1500B-packets at the peak time during
the period.
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Untrusted

Fig. 1. Threat model. End hosts are firstly connected to a trusted CSP gateway through a trusted CSP network (yellow cloud and switches). Then the two trusted
CSP networks are connected through a large untrusted network (gray cloud and switches). Adversaries can compromise the end hosts and untrusted switches to

sniff the traffic (red hosts and switches).
3. Design of FlowShredder

An intuitive approach to realizing per-packet indistinguishability
is to obfuscate the identifiers of the connection, e.g., IP addresses
and TCP sequence numbers. The difference between such obfuscation
from the anonymity approach is that FlowShredder needs to break
the association not only between the connection and the hosts but
also between the packets and the connection, making every packet in-
distinguishable, that is, achieving per-packet indistinguishability. This
prevents the adversary from reassembling the connection with sniffed
packets. However, header obfuscation messes up the destination IP,
leading to incorrect routing. We need to find a way to route the
packet correctly. The procedure to construct a packet in FlowShredder
is shown in Fig. 2.

3.1. Efficient obfuscation

As shown in Fig. 1, FlowShredder can be deployed in the gateway
switch, ie, G, and G,. It uses a per-packet random seed, ie., an
obfuscation key, to XOR the header fields. In doing so, each packet
is obfuscated in a different way using the lightweight XOR operation,
and the random key is only valid for a particular packet. The leak of
the key only affects a single packet. However, there are some issues.
First, the obfuscation key used by G, must be sent along with the
packets, otherwise G, cannot recover the packets from the obfuscation.
This means that the key must be strongly encrypted, e.g., with AES,
which may consume significant resources (Chen, 2020). Second, even
if we can assume that all packets are with IP protocol, we still have to
obfuscate many other fields to support the L4 protocol independence.
For example, a TCP packet requires obfuscating the TCP ports and
sequence numbers, while a QUIC packet has to obfuscate the stream
and connection IDs. There are also combined stacks like IP-in-IP that
require complex obfuscation. As a result, the bytes to be obfuscated
could be too long to fit into a single pipeline of the P4 switch. Flow-
Shredder addresses these challenges as follows. First, it uses a 64-bit
obfuscation key to XOR the IP addresses and all headers hereafter.
This ensures that all L4 protocols can be supported by FlowShredder,
and XOR is a lightweight operation. To secure the obfuscation key,
instead of AES, FlowShredder uses a two-round Even-Mansour (2EM)
scheme (Bogdanov et al., 2012) to encrypt the obfuscation key for its
simplicity and tight security proofs. The cipher encrypts a n-bit text M
by computing:

E(M) = P,(P{(M & ko) @ ki) D k, (€D)]

where kg, k; and k, are independent encryption keys and P,, P, and
P, are independent permutations (Wang et al., 2021).

Theoretically, 2EM is secure against about 227” queries with chosen-
plaintext attacks (Barrera et al., 2010), i.e., about 2.6M million queries

for 32 bit message encryption (Wang et al., 2021). As we encrypt a 64-
bit message, the number of queries will be up to 7 trillion, which should
be sufficient to resist such attacks. Besides, FlowShredder rotates k,—k,
from time to time, making it even harder for an adversary to break.
The source and destination IP and L4 headers are obfuscated using a
per-packet random key, which is encrypted by a 2EM algorithm with
a rotated key set. There is no need to share the random key between
the trusted gateways because the gateway can recover the random
key via the 2EM key set. Even though this requires global 2EM key
management, the cost can be managed by manipulating the rotating
period of the 2EM key set.

3.2. Facilitating routing procedure

The above random obfuscation may break the end-to-end routing
procedure for two reasons. First, the obfuscated destination IPs are
unknown to the routers in untrusted networks, so the packets cannot
be correctly routed. Second, since the encrypted obfuscation key is
sent along with the packet as a header field, we need to ensure such
information will not impact the correct routing.

FlowShredder works natively with IPv6 but needs to transform IPv4
packets into IPv6 format in the entrance gateway and recover them
back to IPv4 in the exit switch. The IPv6 format gives the flexibility
that FlowShredder can encode the encrypted key into the 128-bit
address fields. Specifically, FlowShredder constructs a new IPv6 packet
containing a configured address field. The IPv6 source address field
(128b) is partitioned into three parts, a random source address (32b);
the obfuscation key in ciphertext (64b); and the encrypted original IPv4
source address (32b). The IPv6 destination address also comprises three
parts: a destination address randomly selected from an address pool
(32b), the encrypted original IPv4 destination address, and 64-bit re-
served padding field for protocol extensions. FlowShredder announces
the prefixes of the address pool to the routers in the untrusted networks.
The addresses in the pool are randomly generated and rotated in a way
to avoid frequent route convergence in the untrusted network. The L4
headers and the payload remain the same as the original IPv4 packets.

In doing so, the intermediate network can correctly route the pack-
ets from G, to G,, since the destination address from the pool points
to G,. G, recovers the IPv4 packets by reversing the operations.

At the same time, such behavior could increase the transport cost
and reduce the payload efficiency. We will analysis it in Section 6.4.2.

4. Improving the per-packet indistinguishability

The burst transferring breaks the indistinguishability even with
per-packet random obfuscation, since the continuous packets could fa-
cilitate the connection reassembly. In this case, the indistinguishability
is solely determined by such continuity. In the next, we first measure
the continuity (Section 4.1), and then break such continuity to improve
the indistinguishability (Section 4.2).
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Ethernet Other IPv4 SrclP DstIP L4 Payload
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Per-packet Random Key —» XOR
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Fig. 2. The encryption of headers and the construction of packets in FlowShredder. The source and destination IP and L4 headers are obfuscated using a random
per-packet key. Then, such a key is encrypted by the 2EM algorithm with a rotated key set. Finally, the obfuscated fields and the encrypted key are embedded
into an IPv6 packet. The exit gateway performs the reverse process to recover the original packet.

4.1. Measuring the continuity

To quantify the continuity for a specific piece of traffic, we employ
a simple metric, ie., coefficient of variation, to quantify the packet
continuity, as defined below.

o(P)

u(P)

where ¢ and yu are standard deviation and average value of the indexes
from the target connections in a continuous sampled traffic P. That is if
the target packets in P have a larger dispersion, the indistinguishability
is better.

Note that P is usually not the whole traffic, since the gap between
bursts of the target connection could be very large. In that case, those
two bursts can be viewed as irrelevant. In practice, we can slice the
traffic containing the target connection with a fixed number, say 100, of
packets, calculate ¢, for each of the slices, and measure the continuity
using the average c,,.

¢, (P) = (2)

4.2. Reordering the packets to break continuity

We reorder the packets to break the connection continuity. Pro-
grammable switches often have very limited packet buffers, so it is
not feasible to arbitrarily reorder the packets. Moreover, the random
reordering may break the nature packet order of the same connection,
resulting in lots of out-of-order packets for the TCP stack at the end
host, which is an unacceptable overhead.

The basic idea that FlowShredder overcomes this problem is to
exploit the existing traffic queue in the programmable switch. Specifi-
cally, FlowShredder sets multiple queues, each of which has the same
priority. Incoming packets are pushed into different queues by hash-
ing their 5-tuple (source IP, source port, destination IP, destination
port, and Layer 4 protocol) at wire-speed. Thus, even if the target
connection’s packets arrive continuously, they must compete with other
queues for transmission. As a result, the packets are reordered by cover
traffic (i.e., non-encrypted traffic and other target connections) due to
their stream-indistinguishable IPv6 headers, though the original packet
sequence remains intact.

However, such reordering would only be effective when enough
amount of concurrent packets are transferred in the network, i.e., the
switch must be somehow congested, such that the queues can have
enough packets to compete for the out port. Otherwise, packets pushed
to different queues would be directly sent out without queuing. Flow-
Shredder deliberately creates the cover traffic in case the packets are
not queued in the switch, but needs to address the following challenges.

First, FlowShredder is an in-network approach, meaning that there
is no other end host we can use to generate the cover traffic. Second,
the cover traffic must not be too large, or the original traffic would be
dropped, and the cover traffic should not be too small, or it cannot
generate enough congestion in the switch. Third, the cover traffic

may slow down the transmission of original traffic, enlarging the flow
completion time. FlowShredder adopts the following designs to address
these challenges.

4.2.1. Generating and buffering the cover traffic

Instead of employing a dedicated traffic generator, FlowShredder
generates the cover traffic from the original traffic. Specifically, Flow-
Shredder samples the original traffic as it goes through the switch.
However, the sampled traffic should not be directly sent out, because
(1) the sampled traffic is largely the same as the original traffic, which
may give the adversary clues on how to distinguish the cover traffic and
original traffic; and (2) the sampled traffic may cause severe congestion
in the switch, resulting in the packet loss of original traffic.

To this end, FlowShredder “buffers” the sampled cover traffic by
looping it in a dedicated switch port, i.e., the recirculation port. Those
packets are tagged as cover traffic, while the tags are also encrypted in
the IPv6 header. In the exit gateway, that traffic would be identified
and directly dropped. Note that this would drain all the bandwidth of
that port, but it would not impact the processing of the normal in ports
and the out port.

4.2.2. Detecting the queue congestion

The next task is to detect the congestion condition of the queues,
to determine when and where to send the cover traffic. The off-the-
shelf switch, e.g., P4 Tofino, provides a way of probing the congestion
condition, but it can only detect the queue of the current packet.

To this end, we detect and relay the congestion condition by the
following steps. First, we set a register to store the congestion state of
all queues for the out port. Then, each packet sent to the out port would
probe the congestion condition of its queue, and update such informa-
tion into the register. Next, the recirculating packets, i.e., the sampled
cover traffic, would read and carry the register with its header. Finally,
for each recirculating packet looping back to the switch, FlowShredder
reads the information from its header, and if (1) all queues are already
somehow congested, FlowShredder just recirculates the packet, so that
the original traffic is not impacted; (2) some queues are not congested,
FlowShredder would clone the current packet, and send it to one of the
idle queues. Since we have “infinite” recirculating packets, all queues
will eventually get congested.

Fig. 3 illustrates the above process. Consider two concurrent connec-
tions, yellow and green, transferring in the network. The packets of the
yellow connection are continuous. The red packets are the pre-sampled
cover traffic from other connections, looping in the recirculating port.
The incoming packets are firstly classified into different queues by their
connections, i.e., Q1 for the yellow connection, and Q2 for the green
connection. Currently, since Q2 has only one green packet, it cannot
effectively break the continuity of the packets in Q1. In this case, the
cover packets would read the congestion register and find that 02 does
not have enough packets. Then, the cover packet will be cloned and
sent to the spare queue, i.e., Q2.



B. Song et al.

Journal of Network and Computer Applications 244 (2025) 104368

[4] [3][2][1]

If Q2 is not queued Q2
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keep looping
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Out Port

Congestion Register

—» Recirculating Port

Fig. 3. Breaking the continuity by deliberately sending the cover traffic. The incoming packets are classified into different queues, and will probe the congestion
condition and write to the congestion register. Then, the sampled cover traffic (red packets) will read such information, and if the corresponding queue is not
sufficiently congested (e.g., Q2 for the green connection), the cover packet will be cloned and sent to it. As a result, Q1 and Q2 will always have enough packets
in the queue to compete with each other, such that packets from the same connection will not be continuous.

4.2.3. Trading off the latency for the indistinguishability

It is a hard trade-off between the indistinguishability and the la-
tency, ie., flow completion time (FCT), when the queues are not
congested. More cover traffic would largely split the burst, while it also
burdens the untrusted network and enlarges the flow completion time
of the target connections.

In practice, such trade-off can be controlled by the number of
queues: The target connections would compete with more packets if
more queues are set. Theoretically, given a system with K queues each
with a congestion length N, a newly enqueued packet can expect to be
transmitted after K x N forwarding cycles on average. As the number
of queues K increases while the congestion queue length N remains
constant, end-to-end latency scales linearly with K, establishing a direct
proportional relationship. Therefore, if we set 32 queues, and all queues
are congested, the packets of the target connections would be delayed
for 32x.

However, we argue that the real scenario would not be that severe,
because such a delay would only impact the FCT for the last burst of
the connection. Consider a connection with N bursts, each of which has
n packets, and the gap between each burst is g. Now assume we set ¢
queues to create the congestion, then for each burst, its completion time
would largely increase, i.e., it needs gxn packets to finish the transfer of
a single burst. However, g is usually quite larger than g xn, considering
there are many concurrent connections. In other words, although each
burst is delayed, it will not delay the next burst. Only the last burst
would impact the FCT, which would increase to Y=1*¢_ In practice, N
would easily exceed several hundred. For example, to transfer a 10MB
file, it would use 200 (number of bursts) x 32 (number of packets in a
burst) x 1500 bytes. Consider the worst case, i.e., g equals to g x n, the
FCT would only increase 3.5% with 8 queues.

FlowShredder further mitigates this problem by dynamically adjust-
ing the number of active queues. Initially, FlowShredder sets up all
queues for the out port, while if the FCT is not satisfied by the user,
FlowShredder can de-activate some queues by modifying the packet
hashing process without halting the packet forwarding.

5. Implementation

We implement FlowShredder with 1500 lines of P44 code and
deploy it on hardware P4 switches equipped with Barefoot Tofino
chips. There are multiple pipelines in Tofino chips, and each pipeline
is filled with 2 processes, Ingress and Egress. As Fig. 4 showed, when
FlowShredder receives a packet, the packet first goes into the Ingress

Parser where FlowShredder parses the packet headers, decrypts it if
necessary in the Decryption Part in Ingress Control, routes the packet
to correct egress port, then repacks the packet in the Ingress Deparser
and sends it to traffic manager. The traffic manager would forward
the packet to the correct Egress pipeline. In the pipeline of the cor-
responding egress port, FlowShredder will parse the packet first in
the Egress Parser. In the Egress Control block, FlowShredder uses P4
random function to generate a 64-bit obfuscation key, replaces every
byte of the obfuscation key with an 8-bit Substitution-box (S-box) and
disrupts the output of the S-box by Permutation-box (P-box), then
FlowShredder XORs the necessary original header information with
the obfuscation key (Encryption block in the diagram). In the Egress
Deparser, FlowShredder constructs a new IPv6 header to replace the
original IPv4 header, with the configured address domain, then sends
it to the forwarding queues. At the receiver, FlowShredder reverses the
above packet construction steps and restores the original IPv4 packet.

In Tofino’s design, Ingress and Egress have 12 stages each, and a
stage will be assigned as an empty stage if no operation is assigned. An
assigned stage costs more time than an empty stage, so Tofino running
FlowShredder is less efficient than Tofino simply forwarding packets.
But due to the pipeline design, Tofino running FlowShredder only
increases the forwarding delay and matches the throughput of pure
packet forwarding in Tofino, as long as the buffer can store all packets
received during the processing of a single packet. In our case, we have
used 10 stages in both Ingress and Egress to realize the function that
we need, including encryption, decryption and routing. For storing, we
only need to store the 2em cipher key which is 32 bits in most cases
and 64 bits for higher security requirements. Other information, such as
obfuscation key and original IPv4 addresses, are stored in the received
packet’s memory space.

2EM encryption. We use the Random external function to generate
a 64-bit obfuscation key. To encrypt this obfuscation key via the 2EM
scheme, we use 8-bit substitution boxes (S-boxes) to substitute every
byte of the obfuscation key, and then use the permutation box (P-box)
to shuffle the S-box output. As the definitions of these S-boxes are
similar to each other, we use a macro definition to generate the S-boxes.

Operations fitting into a single pipeline. In Tofino architecture,
a pipeline is a sequence of programmable operations that a packet
has to go through. In a single pipeline, a packet will go through
6 different modules, including Ingress parser, Ingress match-action
pipeline, Ingress deparser, Egress parser, Egress match-action pipeline,
and Egress deparser. Programmers can define the operation logic in
these modules. However, due to limited hardware resources, the P4
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logic may not be able to fit into a single pipeline. In this case, the packet
has to recirculate through the pipeline round by round until the logic
is completed. Recirculating will increase the processing latency and de-
crease the throughput. FlowShredder performs a number of operations
(e.g, XOR and 2EM encryption) on the obfuscation key, which requires
the limited Packet Header Vector (PHV) resources (Anon, 2021), ob-
structing its logic being fitted into a single pipeline. We address this
problem by separating the encryption and decryption processes into
the Ingress and Egress procedure. In the Ingress pipeline, FlowShred-
der processes the encrypted packets, ie., decrypting the packet and
deciding how to route the packet. In this process, the Ingress deparser
emits the decrypted packet to the Egress parser. In the Egress pipeline,
FlowShredder decides whether the packet needs to be encrypted. If so,
FlowShredder will generate a random key, encrypt it, and then emit
the packet.

In this implementation, FlowShredder only obfuscates the connec-
tion identifier (L3/4). In some cases, it is necessary to obfuscate some
payload that may reveal the identity of the flow. One example is some
special metadata present in rich media traffic such as sequence numbers
and timestamps in the RTP protocol.

FlowShredder is currently implemented on Tofino switches. It can
also be implemented on other P4 switches or PISA/PSA switches in
general. The switch operations required include packet header parsing,
XOR operation, 2EM encryption (including flow table matching and
shifting operation) and simple forwarding operations. These operations
are commonly supported among PISA/PSA switches (for example, P4
DPDK and BMv2).

6. Evaluation

In this section, we evaluate the effectiveness and performance of
FlowShredder. We are particularly interested in answering the follow-
ing questions:

+ Is FlowShredder safe enough such that the adversaries cannot
obtain the valuable content of the target connections? Section 6.2
shows that (1) by obfuscating the packet headers, the adversaries
cannot reassemble the original content, even using some cluster-
ing technique, and (2) by reordering the packets, the continuity
of the connection is largely broken, and the adversaries cannot re-
assemble the connection by simply concatenating the continuous
packets.

+ Is FlowShredder fast enough as an in-network approach, that
is, realizing the wire-speed encryption without end host inter-
vention? Section 6.3 deploys FlowShredder in the local testbed
and public cloud. The results demonstrates that FlowShredder
is 5.5x faster than existing in-network encryption approach (P4-
AES), and 1.1x more CPU-efficient than the de facto end-to-end
encryption approach (TLS). Moreover, FlowShredder can always
catch up with the wire speed, i.e., the highest throughput the
traffic generator or end host can achieve.

Does FlowShredder trade off too much for the security, i.e., will
the packet reordering and cover traffic sending impact the per-
formance of the target connections? Section 6.4 shows that Flow-
Shredder only brings 2.2% extra flow completion time under real
scenarios, while TLS would encounter more than 40% of such
overhead.

6.1. Testbed setup

We deploy FlowShredder in hardware P4 switches along with the
local end hosts and the public clouds. Each P4 switch is a Wedge
100BF-32X switch with a Tofino programmable chip (Anon, 2022).
Without otherwise specified, FlowShredder uses 8 queues to break the
continuity. We build three types of testbeds, as shown below.

Traffic generator (Gen). As shown in Fig. 5(a), Gen uses a traffic gen-
erator to generate the traffic, all of which should be protected. Those
traffic will traverse the entrance and exit gateway sequentially and be
received by the end host. The generator and the receiver are equipped
with 100Gbps NIC, in order to drain the link and test the upper bound
of the throughput.

Local testbed (Local). As shown in Fig. 5(b), Local sets a pair of end
hosts between the gateway switches. We use Nginx to build a simple
HTTP/HTTPs server, such that this testbed can test whether Flow-
Shredder performs well on the real connections with congestion control
schemes. The bandwidth between the client and the server is 10Gbps.

Public cloud (Cloud). As shown in Fig. 5(c), we also rent five cloud
severs (C1-C5) from all over the world.! By communicating with the

1 We omit the locations of the servers as they may reveal the country of
the authors.
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Fig. 5. Three types of testbeds for evaluating FlowShredder.

cloud servers, we can use Cloud to test the performance of FlowShred-
der under complex public environments. The bandwidth of the cloud
server is 100Mbps.

The local machines are with Intel 16-core 2.5 GHz CPU and 16G
memory, and the cloud servers are with 2-core 2.5 GHz vCPU and 1G
memory. All servers run CentOS 8 OS.

6.2. Security

We evaluate the security level of FlowShredder from two perspec-
tives, i.e., whether the per-packet indistinguishability is effective to
resist the traffic analysis attack, and whether the packet reordering
technique proposed by FlowShredder can break the packet continuity.

6.2.1. Security from per-packet indistinguishability

The major insight of FlowShredder is that the per-packet indistin-
guishability could be sufficient to secure the large rich media files, since
the content of a single packet is of minor value to the privacy.

We leverage the classic convolution neural network (CNN) and
ResNet, to emulate the chosen-plaintext attack. We assume that the
adversary knows the file format of the target connection, and is able
to rent the servers in the trusted network. The adversaries can then
generate their own connections, ideally along with the target connec-
tions, and train the CNN and ResNet model with supervised learning. To
mimic this process, we prepare 100 different files of the same format
(.mp4) with various sizes. We use Gen testbed, and transfer all 100
files. The test set and the training set are derived from transfer sampling
of the same files. We take ~90% of the packets in the sampled data as
the training set, and the rest as the test set. The input of the models is
the packet header with some payload. As the input length grows, more
of the payload is added to the input. This is to see how the payload
affects the detection accuracy.

Fig. 6 shows the testing accuracy in CNN and ResNET, when the test
set and the training set are derived from transfer sampling of the same
files. The share of the background and target traffic is 1:1. That is, the
accuracy of a random guess is 50%. Both CNN and ResNet have a high
accuracy (nearly ~100%), when dealing with the raw traffic, indicating
that the traffic analysis with supervised learning is quite effective. The
only exception is when the training input length is 25B, as it only covers
the first two header fields in Fig. 2, which have no valid information
for detection. The accuracy is essentially a random guess, ~50%. It
is a different story for FlowShredder. The accuracy is slightly better
than a random guess. This indicates that the knowledge learned from
the sample traffic is not quite meaningful for the testing traffic, as the
headers of all packets are completely random. ResNet outperforms CNN

when the payload is used for training, indicating that ResNet seems to
have learned something from the payload.

This experiment shows that packet header obfuscation is an effec-
tive way against the traffic analysis attack, by achieving per-packet
indistinguishability. Otherwise, even without knowing the syntax or
semantics of the header, the supervised learning can easily reassemble
the connections.

6.2.2. Breaking the packet continuity

With the per-packet obfuscation, the adversary is not capable to
cluster the packets for the same connections by checking the header
and content. However, the burst nature of connection could facilitate
the connection reassembly, i.e., the adversary can simply capture a
sequence of packets, and the majority of the packets belong to a
single connection. FlowShredder reorders the packets to break such
continuity.

Specifically, we use Local testbed, and retrieve a large file with
different rates. We capture the traffic and measure the continuity with
the coefficient of variation (i.e., ¢,) mentioned in Section 4.1. The
results in Fig. 7 depict two trends of c,. First, more queues generally
result in better indistinguishability, ie., large coefficient of variation.
For example, 8 queues can increase the average ¢, by 3.9x while the
rate of 4 queues is around 2x. However, when the number of queues
increase to 16, ¢, becomes stable. This is because such case requires
too many cover traffic to congest the queues. In practice, 8 queues are
sufficient to make enough disordered packets.

The second trend from Fig. 7 is that when the input rate increases,
the effect of reordering decreases. This is reasonable, because Local
only sends a single connection as the target connection, and if the
target connection dominates the traffic, the cover traffic could not
make enough obfuscation. In our experiment, the wire speed of Local is
10Gbps, meaning that when the input throughput is 4Gbps, 4 out of 10
packets are from target connection, which explains the low increase
rate of ¢, (~ 1.3) in such case. We again emphasize that this only
happens when a single target connection dominates the traffic. In real
scenarios, a single target connection is usually quite small, and multiple
target connections can cover each other.

6.3. Performance

We evaluate the performance of FlowShredder from two perspec-
tives: whether FlowShredder can outperform the existing in-network
approaches and whether FlowShredder can catch up with the wire
speed.
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Fig. 8. Comparison with P4-AES over different size of packets. Curves of FlowShredder (16B) and FlowShredder (32B) are completely overlapped, since the

performance of FlowShredder is irrelevant to the packet size.

6.3.1. Comparing with P4-AES

P4-AES (Chen, 2020) is an in-network encryption approach that
leverages Tofino chip to encrypt the packet header or payload. This
approach can be used to offload the encryption task at the end hosts,
so as to reduce the end-to-end overhead. We compare FlowShredder
with P4-AES to show the benefit of the encryption from per-packet
indistinguishability.

We use Gen testbed, where the generator sends fix-sized UDP pack-
ets to the receiver, and the P4 switches will encrypt and decrypt
every packet in sequential: for FlowShredder, S, obfuscates the headers
and reorder the packets by creating cover traffic; for P4-AES, S, en-
crypts the fixed-sized payload. .S, will perform the reverse operations
accordingly.

Fig. 8 measures the throughput of FlowShredder and P4-AES by
transferring UDP packets with 16- and 32-byte payload. It can be seen
that P4-AES suffers from a significant penalty as the packet size and/or
input rate increases. For example, it can only achieve 3.3Mpps for 16-
byte payload and 1.45Mpps for 32-byte payload, at the input rate of

30Mpps. The root cause is that P4-AES will recirculate the packets
for many rounds to encrypt the payload, i.e., 10 rounds for 16-byte
encryption and 20 rounds for 32-byte. Larger packets lead to more
recirculation rounds, and higher input rate increases the possibility
to drop the packet in the recirculation. In the worst case, the packet
is eventually dropped before finishing the recirculation, and the out-
put throughput would drop to zero. In contrast, the performance of
FlowShredder is irrelevant to the packet size, which always catches up
with the input rate. The reason is that FlowShredder only obfuscates
the packet header, and the cover traffic would only generate proper
congestion in the queues, and will not drop the original packets.

6.3.2. Comparing with TLS

HTTPS/TLS is the de facto end-to-end encryption approach, which
however might consume many more CPU cycles for the task of asym-
metric (e.g., ECDHE) and symmetric (e.g., AES) encryption. We compare
FlowShredder with HTTPS/TLS approach to reveal the benefit of the
in-network approach.
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We use Local testbed, where the client uses 8 processes to retrieve
the 1MB file from the server at various rates. We measure the average
CPU usage of the server during the transmission. Fig. 9 shows that
HTTPS/TLS consumes 1.1x more CPU cycles than the original HTTP
transfer, largely because the server is busy encrypting and decrypting
the key and the payload with its CPU. In contrast, FlowShredder saves
averagely 15% CPU cycles compared to the non-encryption case. This
is because FlowShredder slightly enlarges the flow completion time,
which means in a fixed period, fewer packets would arrive at the server,
and hence the lower CPU usage. (See Section 6.4 for the details of such
overhead.)

6.4. Overhead

In this part, we evaluate the overhead of FlowShredder for two
perspectives, computation overhead and communication cost.

6.4.1. Computation overhead: Flow completion time

One major trade-off FlowShredder has made is that it may slightly
increase the flow completion time (FCT) of the target connections,
because they have to be queued and compete with the cover traffic. We
quantify such overhead by comparing the FCT of FlowShredder with
TLS.

We use Cloud testbed, and let the client use 8 processes to keep
retrieving a 1MB file from the cloud servers (C1-C5) without any
rate limit. Due to the various network condition, we cannot drain the
100Mbps bandwidth provided by the cloud server. We further use Local
testbed, and let the client retrieve a small file (1MB, L1) and a large file
(5 GB, L2) from the server. Each experiment is conducted for 10 times
and we report the average FCT with TLS or FlowShredder.

Fig. 10 shows that TLS averagely adds 41% of FCT while Flow-
Shredder only increases such rate by 2.2%. The key reason to this
result is that TLS would cost extra RTT to exchange keys, enlarging
the FCT, especially for the small- and median-sized connections. Trans-
ferring larger files might hide such overhead, but the encryption and

Table 1
Transmission cost.
Scenario TCP UDP
L6 payload (Byte) Scale L6 payload (Byte) Scale
Normal IPv4 1460 97.33 1472 98.13
IPv6 tunneling 1412 94.67 1424 95.47
NAT64 1432 96.00 1452 96.80

decryption of the large payload would in turn increase the FCT. In
contrast, FlowShredder’s overhead comes from the packet reordering,
which might delay the last burst of the connection. As briefly discussed
in Section 4.2, such overhead is usually minor, and would become
negligible for larger files.

6.4.2. Transmission overhead: payload efficiency

FlowShredder receives an IPv4 packet then forwards an IPv6 packet,
such behavior could increase the transport cost and reduce the payload
efficiency. In rich media applications, the packet size is usually large,
reaching the maximum transmission unit (MTU) of 1500 bytes, which
means 1460 bytes of Layer 4 payload. Due to the obfuscation, Flow-
Shredder changes an IPv4 header into an IPv6 header while keeping the
Layer 4 payload unchanged. This allows FlowShredder to use a smaller
Layer 4 payload to avoid MTU-induced packet splitting. If the end
system does not support NAT64, the [Pv6 packets will be tunneled over
IPv4, which also reduces the Layer 4 payload. The payload efficiency
here is defined as the ratio of the Layer 4 payload to that of the normal
IPv4 packet (1500B). However, the transport cost is not a big issue
in practice, since rich media applications usually have large packets
and long-lived connections, making the obfuscation overhead negligi-
ble. Table 1 presents the transport costs and performance differences
between TCP and UDP when used with IPv6 tunneling and NAT64
transition technologies.

Table 1 demonstrates that IPv6 tunneling and NAT64 slightly reduce
the effective L6 payload compared to normal IPv4, with a maximum
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degradation of less than 4%. Notably, NAT64 has better result than
IPv6 because of the smaller header but requires extra operation. UDP
benefits slightly more than TCP due to its smaller base header size,
resulting in a marginally higher effective payload under the same
conditions. Although small, this reduction could impact applications
with strict MTU constraints or high packet-per-second rates. However,
for most applications, especially those transmitting larger payloads or
using path MTU discovery, such cost is negligible.

7. Related work

End-to-end encryption. TLS is the de facto end-to-end encryption
system widely deployed in real networks. While it is highly secure, TLS
consumes enormous resources at the end systems and requires extra
RTTs to establish the session keys leading to increased latency. In a
trusted CSP network, it makes sense to remove the computation burden
to the gateways.

TLS uses AES for content encryption, which may potentially limit
its throughput performance. For example, even with hardware accel-
eration in AES-NI, the throughput is limited to under 10Gbps with a
dedicated x86 core and under 2Gbps in an ARM platform (AbdAllah
et al.,, 2020). Considering the increasingly popular IoT scenarios and
real-time applications, TLS may not always be the best choice. That
said, FlowShredder and AES encryption are not mutually exclusive.
The payload can be encrypted by AES while FlowShredder obfus-
cates connection identifiers, providing an anonymous effect and thus
strengthening the protection. It is also possible for AES to reuse the
rotated key generated by FlowShredder to optimize the overhead of
TLS key exchange. In particular, FlowShredder may work with 0-RTT
TLS for enhanced protection and reduced latency.

Anonymity. Anonymity systems, such as LAP (Hsiao et al., 2012),
Dovetail (Nikoli¢ et al., 2015), HORNET (Chen et al., 2015), and
TARANET (Chen et al., 2018), obfuscate the IP addresses to break the
association between the connection and the hosts. However, the asso-
ciation between the packets and the connection can still be discovered.

In addition, these systems usually require host intervention.

Some systems are based on the programmable data plane, e.g.,
ONTAS (Kim and Gupta, 2019), PANEL (Moghaddam and Mosenia,
2019), and MIMIQ (Govil et al., 2020). These efforts suffer the same
problem of traditional anonymity approaches while having to handle
the new challenge of limited resources in the switch.

Encryption with programmable data plane. P4-AES (Chen, 2020)
is an in-network encryption engine and thus relieves the end hosts from
the encryption burden. It can be considered a P4 version of TLS and in-
herits its limit of requiring powerful computation capability. Moreover,
the AES encryption in P4 cannot be completed within a single pipeline,
even for a 16B message. As a result, P4-AES cannot achieve wire-speed
encryption. PINOT (Wang et al., 2021) is a DNS-privacy approach that
obfuscates the IP addresses of the DNS requests. However, it does not
aim to protect the content. SPINE (Datta et al., 2019) aims to protect
IP addresses but avoid the high overhead of IPSec. It obfuscates the IP
address and TCP sequence number for each packet. SPINE does break
the association between the data flow and the end hosts but relies on
TLS for payload encryption. Some studies leverage the programmable
data plane to obfuscate the topology (Meier et al., 2018) or adjust
end-to-end encryption schemes (Liu et al., 2020). These studies are
orthogonal and complementary to FlowShredder. Compared with our
earlier short version published in ICSOC 2024 (Song et al., 2024),
this paper extends the related work section with deeper technical and
experimental analysis. In particular, we introduce a new queue-based
packet reordering and cover-traffic generation mechanism to further
enhance the resistance against traffic analysis, which was not included
in the short version. We also broaden the experimental comparison
by adding public-cloud evaluations and latency-security trade-off mea-
surements, providing more comprehensive evidence of FlowShredder’s
effectiveness under real-world conditions.
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8. Conclusion

We proposed FlowShredder, a protocol independent and in-network
security service to protect the cloud traffic, based on the idea that
without the context of the connection and the hosts the packets are
of little value to the adversary. The packets appear to be unrelated.
FlowShredder breaks the association between the packets, the connec-
tion, and the hosts, and thus achieves per-packet indistinguishability
by obfuscating packet headers. FlowShredder’s logic is implemented
within a single pipeline in the hardware P4 switch for wire-speed per-
formance. To route the packet correctly, FlowShredder takes advantage
of IPv6 and uses randomized IP addresses. The service is particularly
suitable for applications that do not require strong protection but are
sensitive to latency, for example, some of the rich media and real-
time applications. In case strong protection is required, FlowShredder
may work with end-to-end encryption schemes such as 0-RTT TLS
for enhanced protection and reduced latency. Future research may
focus on integrating FlowShredder with emerging network paradigms,
such as edge computing and 6G architectures, which impose strin-
gent low-latency and high-throughput requirements. Such integration
could reveal new design challenges and optimization opportunities.
For example, to establish secure connections among more than two
trusted networks, we will need to deploy our switch at the edge of
each trusted network, and PARC (Chaudhary and Kumar, 2020) would
serve as an important reference. Moreover, combining FlowShredder
with advanced privacy-enhancing technologies, including differential
privacy and homomorphic encryption, holds promise for enhancing
resilience against increasingly sophisticated traffic analysis attacks.
These hybrid approaches may offer a more robust privacy-preserving
framework in dynamic and adversarial network environments.
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